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DETAILED ACTION 

This action is responsive to Applicant Request for Reconsideration filed on April 14, 2004. 
Claims 1-39 are presented for further examination. 

Claim Rejections - 35 USC §102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 35 1(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

2. Claims 1-39 are rejected under 35 U.S.C. 102(e) as being anticipated by Riddle et al 
(hereinafter, "Riddle", 6,412,000). 

As per claims 1, 34 and 38, Riddle discloses a method and apparatus for classifying a 
data packet, the method and means comprising: 

• receiving the data packet at a root node of a classification tree (col. 4, lines 6-26, col. 9, 
lines 28-62 and col. 10, lines 19-56); 

• successively passing the data packet to each child of a first tree level until a first child of 
the first tree level of the classification tree indicates a satisfaction of a node-criteria of 
said first child, and the first child forming said data packet into a matched packet (col. 4, 
lines 6-26, col. 9, lines 28-62, col. 10, lines 19-56 and col. 11, lines 25-36); and 

• repeating the step of passing and forming for a next tree level until no first child of said 
next level at a succeeding next level indicates satisfaction of the node-criteria of said 
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first child of said next level (col 9, lines 28-62, col. 10, lines 19-56 and col. 11, lines 
25-36). 

As per claim 2, Riddle discloses: 

• wherein the step of passing includes executing a set of code which returns a status 
indication (col. 5, lines 53-67, col. 9, lines 28-62, col. 10, lines 19-56 and col. 11, lines 
25-36). 

As per claim 3, Riddle discloses: 

• wherein the step of forming includes the first child specifying a set of code to be run 
subsequently (col. 9, lines 28-62, col. 10, lines 19-56 and col. 11, lines 25-36). 

As per claim 4, Riddle discloses: 

• wherein the step of specifying includes specifying the set of code to be run following 
satisfaction (col. 9, lines 28-62, col. 10, lines 19-56 and col. 11, lines 25-36). 

As per claim 5, Riddle further discloses: 

• dynamically adding at least one node in at least one level of the classification tree (col. 
13, lines 35-62). 

As per claim 6, Riddle discloses: 

• wherein said at least one new child node is a Real Audio node (col. 12, lines 3-12 and 
col. 13, lines 35-62). 

As per claim 7, Riddle discloses a method for classifying a packet comprising: 

• suspending a packet classification process in progress for said packet; and obtaining 
external information employed in said classifying (col. 9, lines 28-62, col. 10, lines 19- 
56 and col. 11, lines 25-36). 
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As per claim 8, Riddle discloses: 

• wherein the step of obtaining includes augmenting a node-criteria of a node in a 
classification tree with external information (col. 9, lines 28-62, col. 10, lines 19-56, col. 
11, lines 25-36 and col 11, lines 48-67). 

As per claim 9, Riddle discloses: 

• wherein the external information includes identification of the originator of said packet 
(col 11, lines 48-67). 

As per claim 10, Riddle discloses: 

• wherein the external information includes authentication of an originator of said packet 
(col. 11, lines 48-67). 

As per claim 11, Riddle discloses: 

• wherein the classification process is an extendible classifier process (col. 12, lines 27-63 
and col. 13, lines 35-62). 

As per claim 12, Riddle further discloses 

• the step of parsing said matched packet and generating relevant information (col. 9, 
lines 28-62, col. 10, lines 19-56, col. 11, lines 25-36 and col 11, lines 48-67). 

As per claim 13, Riddle further discloses: 

• the step of transforming said matched packet into a transformed packet (col. 9, lines 28- 
62, col. 10, lines 19-56, col. 11, lines 25-36 and col. 11, lines 48-67). 

As per claim 14, Riddle further discloses: 

• associating the packet with a last first child indicating satisfaction (col. 9, lines 28-62, 
col. 10, lines 19-56, col. 1 1, lines 25-36 and col. 11, lines 48-67). 
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As per claim 15, Riddle further discloses: 

• executing a set of code in accordance with said last first-child (col. 9, lines 28-62, col. 
10, lines 19-56 and col. 11, lines 25-36) 

As per claim 16, Riddle further discloses: 

• determining a disposition of the data packet (col 9, lines 28-62, col. 10, lines 19-56 and 
col. 11, lines 25-36 and col. 13, lines 35-62). 

As per claim 17, Riddle discloses a method for determining disposition of a packet received 
at a child node, said method comprising: 

• passing said packet and a first disposition of said packet to an external process (col. 9, 
lines 28-62, col. 10, lines 19-56, col. 11, lines 25-36 and col. 11, lines 48-67); and 

• said external process augmenting the packet disposition by employing a process 
specific means; and returning the augmented packet and an augmented disposition to the 
child node (col. 9, lines 28-62, col. 10, lines 19-56, col. 11, lines 25-36, col. 11, lines 
48-67 and col. 13, lines 35-62). 

As per claim 18, Riddle further discloses: 

• suspending a disposition process in progress for said packet (col. 11, lines 25-36). 
As per claim 19, Edwards discloses: 

• wherein the augmented disposition includes identification of an originator of said packet 
(col. 11, lines 48-67). 

As per claim 20, Riddle discloses: 

• wherein the augmented disposition includes authentication of an originator of said 
packet (col. 11, lines 48-67). 
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As per claim 21, Riddle discloses: 

• wherein the disposition is employed for policy enforcement (col. 5, lines 30-38, col. 9, 
lines 28-62, col. 10, lines 19-56). 

As per claim 22, Riddle further discloses: 

• employing the classification process as a firewall (col. 7, lines 10-28). 
As per claim 23, Riddle further discloses: 

• employing the classification process for application level classification (col. 10, lines 
59-67, col. 11, lines 1-9 and col. 12, lines 27-41). 

As per claim 24, Riddle discloses: 

• wherein the disposition is employed for policy enforcement (col. 5, lines 30-38, col. 9, 
lines 28-62, col. 10, lines 19-56). 

As per claim 25, Riddle further discloses: 

• employing the classification process for rate limiting (col. 5, line 39). 
As per claim 26, Riddle further discloses: 

• employing the classification process for load balancing (col. 12, lines 14-25). 
As per claim 27, Riddle further discloses: 

• employing the classification process to shape traffic (col. 9, lines 20-26 and col. 12, 
lines 27-41). 

As per claim 28, Riddle discloses an apparatus to classify a data packet, the apparatus 
comprising: 

• a network interface device to receive the data packet from the physical network and pass 
the data packet to the root node of a classification tree, and the reverse, to receive the 
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data packet from the root node and send the data packet to the physical network (col. 9, 
lines 28-62, col. 10, lines 19-56 and col. 11, lines 25-36); and 

• a packet module to successively pass the packet from child node to child node at a next 
tree level until a first child node of the next tree level of the classification tree which 
indicates a satisfaction of a node-criteria of the first child node, and to form the data 
packet into a matched packet until no first child node of at a succeeding next level 
indicates satisfaction of the first node-criteria of the first child node of the succeeding 
next level (col. 9, lines 28-62, col. 10, lines 19-56 and col 11, lines 25-36). 

As per claim 29, Riddle discloses: 

• wherein a portion of the apparatus is implemented as an accelerator chip (col. 5, lines 
53-67, col. 6, lines 1-15 and col. 7, lines 10-28). 

As per claim 30, Riddle discloses: 

• wherein the apparatus is employed for application level classification (col. 10, lines 59- 
67, col. 11, lines 1-9 and col. 12, lines 27-41). 

As per claim 31, Riddle further discloses: 

• wherein the apparatus is employed as a firewall (col. 7, lines 10-28). 
As per claim 32, Riddle discloses: 

• wherein the apparatus is employed as a border server (col. 5, lines 53-67 and col. 6, 
lines 1-15) 

As per claim 33, Riddle discloses: 

• wherein the status indication is of the pmt type (col. 9, lines 28-62, col. 10, lines 19-56 
and col. 11, lines 25-36). 
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As per claim 35, Riddle discloses an article of manufacture as recited in claim 34, the 
computer readable program code means in said article of manufacture further comprising: 

• computer readable program code means for causing a computer to effect dynamically 
adding at least one node in at least one level of the classification tree (col. 5, lines 53-67, 
col. 9, lines 28-62, col. 10, lines 19-56 and col. 11, lines 25-36 and col. 13, lines 35-62). 

As per claim 36, Riddle discloses an article of manufacture comprising 

• a computer-usable medium having computer readable program code means embodied 
therein for causing classification of a data packet, the computer-readable program code 
means in said article of manufacture comprising computer readable program code 
means for causing a computer to effect the steps of claim 8 (col. 5, lines 53-67, col. 9, 
lines 28-62, col. 10, lines 19-56 and col. 11, lines 25-36 and col. 13, lines 35-62). 

As per claim 37, Riddle discloses a computer program product comprising 

• a computer usable medium having computer readable program code means embodied 
therein for causing a determination of a disposition of a packet, the computer readable 
program code means in said computer program product comprising computer readable 
program code means for causing a computer to effect the steps of claim 18 (col. 9, lines 
28-62, col. 10, lines 19-56, col. 11, lines 25-36 and col. 1 1, lines 48-67). 

As per claim 39, Riddle discloses an apparatus for determining disposition of a packet 
received at a child node, said apparatus comprising: 

• an interrupt context of a control program, said child node existing within the interrupt 
context (col 9, lines 28-62, col. 10, lines 19-56 and col. 11, lines 25-36); 
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• an external process outside of the interrupt context of the control program (col. 9, lines 
28-62, col. 10, lines 19-56, col. 11, lines 25-36 and col. 11, lines 48-67); 

• means for passing said packet and a first disposition of said packet to the external 
process, said external process to augment the packet disposition by employing a process 
specific means and to return an augmented packet with an augmented disposition to the 
child node (col. 9, lines 28-62, col. 10, lines 19-56, col. 11, lines 25-36 and col. 11, lines 
48-67); and 

• said interrupt context including means for receiving said augmented packet and said 
augmented disposition from said external process (col. 9, lines 28-62, col. 10, lines 19- 
56, col. 1 1, lines 25-36 and col. 11, lines 48-67). 

Response to Arguments 
3. Applicant's arguments with respect to claims 1-39 have been considered but are moot in 
view of the new ground(s) of rejection. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to LaShonda T. Jacobs whose telephone number is 703-305-7494. 
The examiner can normally be reached on 8:30 AM - 5:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on 703-308-7562. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is 703-305-3900. 



LaShonda T. Jacobs 

Examiner 

Art Unit 2157 



Itj 

June 22, 2004 
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